KMANPUB

N

PUELISING INSTITUTE

Decision Science and Intelligent Systems

Article history:

Received 07 June 2026

Revised 14 August 2026
Accepted 17 August 2026
Published online 23 August 2026

Vol. 3 No. 2 (2026): 1-37

Robust Image Watermarking Against Geometric Attacks Using
Surrogate Model-Based Scaling Factor Optimization and Deep
Learning—Based Adaptive Embedding

Masoud. Pourmoradi'®, Hamidreza. Ghaffari'*

! Department of Computer Engineering, Fe.C., Islamic Azad University, Ferdows, Iran

* Corresponding author email address: hamidghaffary53@iau.ac.ir

Article Info

ABSTRACT

Article type:
Original Research

How to cite this article:

Pourmoradi, M. & Ghaffari, H.
(2026). Robust Image Watermarking
Against Geometric Attacks Using

Surrogate  Model-Based  Scaling
Factor Optimization and Deep
Learning—Based Adaptive

Embedding. Decision Science and
Intelligent Systems. 3(2), 1-37.

© 2026 the authors. Published by
KMAN Publication Inc.
(KMANPUB), Ontario, Canada. This
is an open access article under the
terms of the Creative Commons
Attribution-NonCommercial 4.0
International (CC BY-NC 4.0)
License.

CrossMark

Digital watermarking, as a fundamental approach to copyright protection, has consistently faced
the inherent challenge of balancing imperceptibility and robustness, particularly against
geometric attacks. This delicate trade-off is strongly influenced by two key factors: the optimal
selection of the scaling factor (embedding strength) and the intelligent selection of embedding
regions. This article proposes a robust hybrid watermarking framework for color images that
strategically integrates intelligent image analysis with accelerated optimization and is
specifically designed to withstand rotation attacks. The proposed method incorporates two
principal innovations. First, a deep convolutional neural network (CNN) with a U-Net
architecture is trained to generate an adaptive weight map. Independently of the embedding
process, this network analyzes the content of the host image and automatically identifies regions
with high visual complexity, including edges and textures. Second, a particle swarm
optimization (PSO) algorithm guided by a regression tree—based surrogate model is employed
to determine the optimal scaling factor. By replacing computationally expensive evaluations of
the actual objective function with a rapid estimator, this approach substantially accelerates the
optimization process. Finally, fully adaptive embedding is performed through the pointwise
integration of the optimal scaling factor and the local weight map within the approximation
subband of the discrete wavelet transform (DWT). Experimental results obtained using standard
benchmark images confirm the strong performance of the proposed method. By achieving an
average peak signal-to-noise ratio (PSNR) greater than 38 dB and a normalized correlation (NC)
exceeding 98% following the simultaneous application of rotation and JPEG compression
attacks, the proposed method demonstrates a substantial improvement over previous approaches
and effectively establishes a balance between imperceptibility and robustness.

Keywords: image watermarking, geometric attacks, scaling factor optimization, surrogate
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Extended Abstract
Introduction

The rapid expansion of digital communication technologies has dramatically increased the
production, distribution, and exchange of multimedia content across social networks, electronic commerce
platforms, medical databases, news websites, and other digital environments. Although this development
has facilitated efficient access to digital information, it has simultaneously intensified concerns regarding
unauthorized reproduction, manipulation, redistribution, copyright infringement, and ownership
verification. Digital image watermarking has consequently emerged as an important complementary
security mechanism through which ownership or authentication information can be imperceptibly
embedded into a host image while remaining recoverable when verification is required (Mahto et al., 2021,
Zermi et al., 2021). Unlike conventional cryptographic techniques, whose protection generally terminates
after content is decrypted, digital watermarking maintains ownership-related information as an integral
component of the digital media itself.

The effectiveness of a digital watermarking system is fundamentally determined by the trade-off
among imperceptibility, robustness, and embedding capacity. Imperceptibility requires the watermarked
image to remain visually indistinguishable from the original host image, whereas robustness concerns the
ability to recover the embedded watermark after intentional or unintentional image processing. Capacity
refers to the amount of information that can be embedded without unacceptable deterioration in image
quality (Begum & Uddin, 2020). Among these requirements, robustness against geometric attacks remains
particularly challenging. Rotation, scaling, and translation attacks can disrupt synchronization between
the embedding and extraction procedures without necessarily destroying the watermark itself, thereby
considerably reducing extraction reliability (Degadwala et al., 2020).

Transform-domain watermarking has generally demonstrated greater robustness than spatial-
domain techniques because watermark information can be distributed among perceptually and structurally
significant frequency coefficients. Discrete cosine transform (DCT), discrete wavelet transform (DWT),
and singular value decomposition (SVD) have therefore become prominent techniques in robust
watermarking systems (Abdulrahman & Ozturk, 2019; Fares et al., 2021). DWT is particularly
advantageous because its multiresolution representation simultaneously provides spatial and frequency
localization, allowing watermark information to be embedded into subbands with different perceptual and
robustness characteristics. However, two major problems remain unresolved. The first concerns selection
of the scaling factor, or embedding strength. An excessively small scaling factor preserves image quality
but produces a vulnerable watermark, whereas an excessively large factor improves robustness at the
expense of perceptual quality. The second concerns the conventional use of uniform embedding strength
throughout an image despite substantial local differences in visual complexity.

Recent advances in deep learning provide an opportunity to address the latter limitation.
Convolutional neural networks (CNNs) can learn hierarchical visual representations and distinguish
smooth regions from complex edges and textures, making them suitable for identifying image areas in
which watermark energy can be concealed more effectively (Zhu et al., 2021). Although end-to-end deep
watermarking systems have demonstrated promising performance, their robustness against geometric
transformations frequently depends on computationally intensive attack-aware training, and their behavior
may deteriorate when encountering transformations insufficiently represented during training (Wan et al.,
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2022). Hybrid strategies that use deep learning as an image analyzer while retaining established transform-
domain embedding mechanisms can potentially combine the adaptability of neural networks with the
structural robustness of classical watermarking (Sy et al., 2020; Zhu et al., 2021).

Optimization techniques offer a complementary solution to scale-factor selection. Metaheuristic
algorithms can search continuous parameter spaces more systematically than empirical trial-and-error
procedures and have previously been applied to optimize watermark embedding parameters (Sharma et
al., 2022). Nevertheless, direct metaheuristic optimization is computationally expensive because each
candidate parameter may require complete watermark embedding, attack simulation, extraction, and
performance evaluation. Surrogate modeling provides a means of reducing this burden by replacing
repeated expensive objective-function evaluations with predictions from a computationally inexpensive
approximation model (Bartz-Beielstein, 2021). Accordingly, the present study developed a two-phase
hybrid framework integrating U-Net-based adaptive image analysis, regression tree—based surrogate
modeling, particle swarm optimization (PSO), and DWT-based watermark embedding. The objective was
to improve robustness against geometric attacks while maintaining high perceptual quality and
substantially reducing the computational burden associated with scale-factor optimization.

Methods and Materials

The proposed framework consisted of two interconnected phases. In the first phase, a deep CNN
based on the U-Net architecture was developed to generate adaptive weight maps identifying image
regions suitable for watermark embedding. Six standard 512 x 512 color images—Baboon, Barbara, Boat,
Jet, Lena, and Pepper—were used as principal host images, while a logo image served as the watermark.
An augmented dataset containing 2,000 image patches of 128 x 128 pixels was generated through random
cropping, minor rotation, and horizontal and vertical reflection. The dataset was randomly divided into
1,700 training samples (85%) and 300 validation samples (15%).

Ground-truth weight maps were constructed by combining three normalized visual-complexity
descriptors: Canny edge information with thresholds of 0.05 and 0.15, local texture information calculated
using a 7 x 7 local-variation window, and Sobel gradient magnitude. Their respective weights were 0.40,
0.30, and 0.30. The resulting maps were Gaussian-smoothed and normalized to [0, 1].

The U-Net contained 35 layers. The encoder used 32- and 64-filter convolutional blocks followed
by max pooling, while the bottleneck contained 128-filter convolutional layers. Transposed convolutions
and skip connections were used in the decoder to reconstruct spatial information, and a 1 x 1 convolution
produced the final single-channel adaptive weight map. Training employed the Adam optimizer, an initial
learning rate of 0.001, mean squared error (MSE) loss, L2 regularization of 0.0001, gradient clipping of
1.0, and mini-batches of 16.

In the second phase, the blue channel of each RGB host image was selected for watermark
embedding. A two-level two-dimensional Haar DWT was applied, and the second-level approximation
subband (LL2) served as the embedding domain. A regression-tree surrogate model was trained using 30
actual evaluations sampled across the scaling-factor search interval of 0.08-0.26 for each image. PSO
subsequently searched the surrogate response surface for 50 iterations to determine an image-specific
optimal scaling factor.

The optimized global scaling factor was multiplied pointwise by the CNN-generated local weight
map to obtain spatially adaptive embedding strengths. The binary watermark, previously scrambled using



the Arnold transform, was embedded into LL2 coefficients. Inverse DWT reconstructed the modified blue
channel, which was recombined with the unchanged red and green channels. Imperceptibility was assessed
using PSNR, MSE, and structural similarity index measure (SSIM), whereas robustness was evaluated
using normalized correlation (NC) and bit error rate (BER). A combined rotation of 15° and JPEG
compression was used as the principal robustness test.

Findings

The U-Net demonstrated highly accurate learning of the adaptive weight maps. Mean validation
accuracy reached 99.986%, with a standard deviation of 0.016%, a minimum of 99.944%, and a maximum
of 99.994%. Mean MSE was approximately 1.44 x 104, mean RMSE was 0.0108, and mean absolute
error was 0.0078. Reconstruction quality was also high, with a mean PSNR of 40.08 dB (SD = 3.38) and
mean SSIM of 0.990 (SD = 0.007). Qualitative examination showed that larger weights were concentrated
around edges, textures, hair, facial details, object boundaries, and other visually complex regions, whereas
smooth areas received substantially lower weights.

The surrogate-assisted PSO successfully identified different optimal scaling factors for different
host images, ranging from 0.120 for Lena to 0.147 for Baboon. This variability demonstrated that a single
fixed embedding strength was not optimal across images with different structural characteristics. The
optimization trajectories stabilized within the 50-iteration search, while the regression-tree models
reproduced the nonlinear and image-specific relationships between scaling factor and estimated cost.

Final watermarking performance demonstrated consistently high imperceptibility. PSNR values
exceeded 38 dB for all six host images. Lena produced the highest value at approximately 39.45 dB and
an SSIM of 0.987, whereas Pepper produced the lowest PSNR at approximately 38.22-38.31 dB while
still maintaining acceptable visual quality. Barbara achieved approximately 39.3 dB with an SSIM of
0.966, and Baboon achieved approximately 39.4 dB with an SSIM of 0.976.

Robustness remained high following the combined 15° rotation and JPEG compression attack. NC
exceeded 98% for every host image, ranging from approximately 98.09% for Pepper to 98.79% for
Barbara. BER remained below 1%, with the lowest value of 0.48% for Barbara and the highest value of
0.76% for Pepper. Baboon achieved an NC of approximately 98.4% and a BER of 0.65%. The extracted
watermark remained visually recognizable in all examined images.

The overall mean PSNR of the proposed method was 38.94 dB, while its mean NC reached
98.39%. In comparative evaluation, the NC of the proposed framework exceeded those reported for the
examined alternative methods, including approximately 94% for the Zermi method, 92% for DWT-SVD,
and 87% for DCT. Although some competing approaches achieved higher PSNR values, the proposed
framework demonstrated a stronger preservation of recoverable watermark information under the
investigated combined attack.

Discussion and Conclusion

The findings demonstrate that combining adaptive deep visual analysis with surrogate-assisted
optimization can effectively address two major weaknesses of conventional transform-domain
watermarking: uniform allocation of embedding strength and computationally inefficient parameter
selection. The U-Net did not directly perform watermark embedding or extraction; instead, it functioned
as an intelligent scene analyzer. This separation allowed the system to exploit deep learning for spatial
adaptation without making the entire watermarking process dependent on an end-to-end neural
architecture.
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The high validation accuracy and near-unity SSIM obtained during weight-map prediction indicate
that the CNN successfully learned the intended visual-complexity representation. Concentrating
embedding energy in textured regions and edges reduced perceptually detectable distortion in smooth
regions while permitting stronger local embedding where modifications could be effectively masked. The
image-specific optimal scaling factors further demonstrate that watermark strength should not be treated
as a universal constant. Structural differences among images alter their tolerance for embedded
information and consequently require adaptive parameterization.

The surrogate model also provided an important computational contribution. Instead of repeatedly
executing the complete watermarking, attack, and extraction pipeline during PSO, optimization was
conducted primarily on an inexpensive regression-tree approximation of the objective function. This
architecture makes extensive exploration of the scaling-factor search space considerably more practical
while retaining the ability to model nonlinear cost behavior.

Most importantly, the framework maintained NC values above 98% and BER below 1% under the
simultaneous application of rotation and JPEG compression while preserving PSNR above 38 dB. These
findings indicate that the method established an effective balance between perceptual transparency and
attack robustness. Its principal contribution therefore lies not in any single component, but in the
coordinated integration of CNN-based spatial intelligence, surrogate-assisted PSO parameter
optimization, and robust DWT-domain embedding.

In conclusion, the proposed framework provides an effective hybrid solution for robust color-
image watermarking under geometric and compression attacks. The results support adaptive rather than
uniform embedding and demonstrate the practical value of surrogate modeling for computationally
expensive watermark optimization. Future development should extend robustness testing to scaling,
translation, cropping, row or column removal, and additional signal-processing attacks. Further
improvements could include Gaussian-process surrogate models, explicit multi-objective optimization,
attack-aware CNN training, and development of a fully blind extraction mechanism that eliminates
dependence on the original host image.
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Global Surrogate Models (Regression Trees)
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