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Extended Abstract

In recent years, the application of graph theory and symbolic dynamics to the domain of
cryptography has garnered increasing attention, especially in the context of dynamical systems. This study
addresses the problem of constructing robust and flexible cryptographic schemes using tools from symbolic
dynamics, specifically focusing on shift spaces, sofic systems, and finite-type coding techniques. The
necessity of constrained sets for data storage and transmission is emphasized, where full shift spaces must
be transformed into sofic shifts to satisfy certain entropy conditions. To facilitate this transformation, the
concept of an (X, n)-finite-type code is introduced, where X is a sofic space and n represents the size of the
alphabet. A central condition for the existence of such codes is that the entropy of X must be at least log(n).
This requirement is grounded in the mathematical properties of shift spaces and their corresponding
languages. The proposed cryptographic method utilizes finite-state graphs labeled with input and output
encodings to represent constraints and transformations, ensuring data security through structural complexity
and mathematical rigor. The novelty of this work lies in its ability to generalize encryption through multiple
keys and graph-based encodings, transcending the limitations of traditional symmetric and asymmetric
systems.

The paper begins by reviewing the historical foundations and technical classifications of
cryptographic systems. Symmetric encryption, which relies on a single shared key for both encryption and
decryption, is known for its computational efficiency but suffers from the vulnerability of key exchange. In
contrast, asymmetric encryption introduces public and private key pairs, offering greater security in key
distribution. The proposed method diverges from these conventional models by adopting a hybrid structure
that incorporates multiple encryption keys, both public and private, in a dynamic switching framework. This
approach begins with three keys and allows for scalable key expansion depending on the complexity and
security needs of the message. Through symbolic dynamics, each data unit (e.g., 8-bit blocks) is modeled as
a sequence within a full shift space and is then encoded via sofic shift constraints. These constraints are
encoded into the system through labeled graphs whose edges and vertices correspond to data symbols and
transition rules. Notably, the graphs used in this model are not limited to single representations, as multiple
labeled graphs can provide equivalent shift space coverage, thereby enhancing the cryptographic strength
via redundancy and structural variability.

Central to the methodology is the construction of labeled directed graphs (digraphs) and the
utilization of their combinatorial properties. Each graph represents a specific configuration of allowable
symbol sequences, constrained by adjacency matrices and transition rules. A graph is considered right-
resolving (right-deterministic) if each outgoing edge from a vertex has a unique label, a property that ensures
unambiguous decoding. Similarly, left-resolving and bi-resolving graphs further reinforce the determinism
of encoding and decoding processes. The encoding system defined in the paper employs two such graphs in
alternating fashion. The data block is divided into partitions (keys), and each sub-block is encrypted by
applying encoding functions defined on alternating graphs. This process continues in a round-robin fashion,
enabling dynamic shifts in the encryption path based on predefined block lengths. The graph’s degree (i.e.,

the number of outgoing edges per vertex) and its associated label mappings form the basis of both the input
and output encodings. As each bit string from the message is passed through this graph encoding system, it
is transformed into a cryptographically obfuscated form that adheres to the rules of the underlying symbolic
dynamic system.

A crucial innovation in this study is the use of entropy as a criterion for determining the feasibility
of finite-type codes. Entropy, in the context of shift spaces, represents the capacity or complexity of a
symbolic system and is calculated based on the number of admissible words of given length. For a sofic
space X to admit an (X, n)-finite-type code, it must have entropy greater than or equal to log(n). This
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mathematical constraint ensures that the space is rich enough to encode all the sequences from the full shift.
When this condition is not met, a workaround is proposed by selecting a rational number q < log(n),
identifying a positive integer k such that the adjusted entropy log(n”k)/k satisfies the constraint. Thus, a (X,
n"k)-finite-type code is constructed, which encodes blocks of length k instead of individual symbols,
maintaining the integrity and feasibility of encryption. This theoretical foundation ensures that the
cryptographic method can be adapted to a wide range of symbolic spaces and alphabets, enhancing its
versatility across different application domains.

The process of encryption and decryption is formalized through well-defined functions that act on
the edges of labeled graphs. Input and output label functions are introduced, mapping symbols to graph
edges and their associated output sequences. The composition of these functions results in encoding
transformations that are reversible, a necessary condition for successful decryption. The decryption process
(termed "decoding" or "reading back") involves inverse mappings applied in the same alternating sequence
used during encryption. Importantly, the system ensures that these mappings are bijective for each segment,
preserving data integrity. The introduction of partition sets, where each partition length is divisible by 8 (to
match byte structure), facilitates compatibility with binary systems in digital computers. The flexibility of
the method is further extended by allowing changes in partition sets (keys) and graph mappings based on
the content of the data itself, adding an adaptive layer to the cryptographic process. This dynamic encoding-
decoding system enhances security by making it exceedingly difficult for adversaries to predict the mapping
paths or reconstruct the original message without full knowledge of the encryption scheme, partition keys,
and graph functions.

The proposed cryptographic framework offers several advantages over classical methods. First, the
use of multiple keys that alternate based on content and structure introduces a level of unpredictability that
strengthens resistance to cryptanalysis. Second, the user has control over the number and structure of the
keys, allowing for customizable security depending on the use case. Third, each encryption session can
modify both public and private keys dynamically, providing a high degree of session uniqueness and
resistance to replay attacks. Fourth, the model can be generalized by increasing the number of graphs,
encoding functions, or even introducing stochastic selection rules where the computer autonomously
chooses encoding functions based on predefined conditions or message characteristics. These extensions
pave the way for a new generation of cryptographic algorithms that integrate symbolic dynamics, graph
theory, and computer science into a unified framework. Additionally, increasing the size or overlap of
partitions (i.e., shared data segments) provides another dimension of complexity, making brute-force attacks
computationally infeasible.

In conclusion, this research presents a novel and mathematically grounded approach to cryptography
based on graph theory and symbolic dynamics. By leveraging the properties of sofic systems, entropy
constraints, and labeled graphs, the proposed method enables flexible and secure data encoding mechanisms
that surpass traditional binary encryption in structural complexity and adaptability. The incorporation of
multiple keys, dynamic switching, and reversible encoding-decoding paths ensures a high level of security
while maintaining computational feasibility. The method's reliance on established mathematical theorems
ensures its theoretical soundness, while its flexible implementation strategy allows for scalability and
customization in real-world digital environments. This work contributes a significant step toward the
development of advanced cryptographic systems rooted in dynamic systems theory and opens new directions
for research at the intersection of mathematics, computer science, and cybersecurity.
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