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The Fourth Industrial Revolution has fundamentally redefined global manufacturing
paradigms; however, developing economies like Iran encounter unique friction points
in their digital transition due to severe geopolitical and structural constraints. This
study aims to provide a comprehensive and critical analysis of the state of digital
maturity, identify context-specific localization barriers, and evaluate the performance
implications of adopting emerging technologies within the Iranian industrial
ecosystem. Adhering strictly to the SANRA guidelines, a systematic review was
conducted across Scopus and Web of Science databases. Fourteen pivotal empirical
studies published between 2000 and the end of 2025 were selected for analysis. These
studies encompassed diverse sectors, including steel, automotive, petrochemicals, food
industries, and SMEs. The synthesis reveals a pattern of heterogeneous digital
development characterized by a maturity paradox: while major industries strategically
align with human-centric Industry 5.0 concepts, they grapple with profound
infrastructural gaps at the operational layer. Findings indicate that technology
prioritization depends on a sanctions-driven economy. Specifically, the automotive
sector prioritizes simulation and digital twins to circumvent hardware import
restrictions. In contrast, process industries like petrochemicals and food favor the
Internet of Things (10T) to enhance supply chain transparency and resilience. Crucially,
the analysis identifies that the primary impediments are not merely external
technological lock-ins caused by sanctions, but rather deep-seated internal cultural
friction, organizational resistance, and a lack of digital skills. Despite these hurdles,
evidence suggests that digitalization has significantly reduced operational costs and
improved sustainability indices. The study concludes that success requires a
paradigmatic shift in policymaking from state interventionism to smart data
governance. The proposed Resilient Digitalization Strategy model offers an
operational roadmap for transforming defensive digital adoption into a sustainable
competitive advantage.

Keywords: Industry 4.0; Digital Transformation; Internet of Things (loT); Supply
Chain Sustainability; Iran; Implementation Barriers.
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Extended Abstract
Introduction

The Fourth Industrial Revolution, commonly conceptualized as Industry 4.0, represents a
transformative paradigm shift characterized by the integration of cyber-physical systems, artificial
intelligence, cloud computing, the Internet of Things (IoT), blockchain, simulation technologies, and big
data analytics into industrial ecosystems. This transition has fundamentally altered production systems,
supply chain architectures, and organizational management models across the globe. Contemporary
industries increasingly rely on interconnected smart systems capable of autonomous decision-making,
predictive maintenance, and real-time operational optimization. These technologies not only improve
productivity and flexibility but also enhance sustainability, resilience, and competitiveness in highly
volatile economic environments (Grabowska & Saniuk, 2022; Elnadi & Abdallah, 2023). While advanced
economies have rapidly adopted Industry 4.0 infrastructures, developing countries continue to face
structural, technological, and institutional barriers that complicate the transition toward digital
manufacturing ecosystems. Within this broader global context, Iran occupies a unique position due to its
large industrial base, dependence on energy-intensive industries, and prolonged exposure to geopolitical
and economic sanctions. Iranian industries, including steel, automotive, petrochemical, food processing,
and small and medium-sized enterprises (SMEs), are increasingly compelled to modernize operational
structures and improve supply chain resilience in response to both international competition and domestic
inefficiencies. Nevertheless, the process of digital transformation in Iran is heavily constrained by
infrastructural limitations, restricted access to advanced technologies, organizational resistance, shortage
of digital skills, and weak governance frameworks. Existing studies demonstrate that although Iranian
industrial managers recognize the strategic importance of digitalization, there remains a substantial gap
between technological awareness and successful implementation. Research on polluting industries, such
as the glass sector, highlights financial limitations, cybersecurity concerns, and the absence of regulatory
frameworks as major obstacles to Industry 4.0 implementation. Similarly, SMEs encounter severe
challenges associated with liquidity shortages, inadequate infrastructure, and cultural resistance despite
recognizing the operational benefits of big data and cloud-based systems (Kiani & Andalib Ardakani,
2023; Nasrollahi, Ramezani, & Sadraei, 2021). Moreover, recent investigations indicate that the transition
toward Industry 5.0 concepts emphasizing human-centricity, sustainability, and resilience has already
emerged in some strategic sectors, particularly steel manufacturing, even though the operational
foundations of Industry 4.0 remain underdeveloped (Bayatzadeh & Talaie, 2024). In the food industry,
IoT technologies have become increasingly important for ensuring traceability, product safety, and supply
chain transparency (Sharifpour Arabi et al., 2025). Despite the growing body of empirical literature,
research findings remain fragmented across individual industries and lack an integrated analytical
perspective regarding digital maturity, localization barriers, and measurable performance implications.
Therefore, this study aimed to provide a comprehensive and critical narrative review of Industry 4.0
adoption in Iran’s industrial ecosystem, focusing specifically on digital maturity patterns, technological
priorities, implementation barriers, and operational outcomes.

Methods and Materials

This study employed a narrative review methodology designed according to the SANRA quality
reporting guidelines for narrative reviews. A systematic search strategy was conducted using two major
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international scientific databases, namely Scopus and Web of Science, to identify empirical studies related
to Industry 4.0 implementation in Iran. The search process included combinations of keywords associated
with Industry 4.0 technologies and Iranian industrial contexts, including “Industry 4.0,” “Fourth Industrial
Revolution,” “Smart Manufacturing,” “Internet of Things,” “Digital Twin,” “Cyber-Physical Systems,”
“Big Data Analytics,” “Cloud Manufacturing,” “Iran,” and “Iranian.” The search fields included titles,
abstracts, and keywords. Only peer-reviewed journal articles, review papers, and conference proceedings
published in English between 2000 and the end of 2025 were considered eligible for inclusion.

The screening process was conducted in multiple stages. Initially, titles and abstracts were
reviewed to evaluate thematic relevance to Industry 4.0 implementation, barriers, digital transformation,
sustainability, supply chain resilience, and performance implications within Iranian industries. Studies
focusing exclusively on purely technical engineering issues without organizational or industrial
implications were excluded. Additional exclusion criteria included lack of full-text accessibility and
studies conducted outside the Iranian industrial context. After completing the screening and quality
assessment stages, fourteen empirical studies were selected for final analysis. These studies covered a
wide range of industries, including steel manufacturing, automotive production, petrochemical supply
chains, food industries, construction, telecommunications, textile manufacturing, and SMEs.

Data extraction focused on study characteristics, industrial sector, methodological approach, focal
technologies, key findings, implementation barriers, and performance outcomes. The reviewed studies
applied diverse analytical methods, including fuzzy DEMATEL, structural equation modeling, SWOT
analysis, fuzzy Delphi, best-worst method, grey DEMATEL, and future-oriented scenario analysis.
Extracted findings were synthesized narratively to identify recurring patterns, contextual differences, and
critical themes related to digital maturity and technological adoption in Iran’s industrial ecosystem. The
study did not perform meta-analysis or secondary statistical estimations. Instead, the review emphasized
descriptive synthesis and comparative interpretation of empirical findings across industries.

Findings

The synthesis of the selected studies revealed that digital maturity across Iranian industries follows
a highly heterogeneous and uneven pattern. Unlike advanced industrial economies where Industry 4.0
transitions occur systematically throughout integrated value chains, Iranian industries exhibit isolated
pockets of technological advancement surrounded by predominantly traditional operational systems.
Digital maturity was found to depend heavily on organizational size, industry type, access to capital
resources, and exposure to external supply chain pressures.

Heavy industries such as steel and petrochemicals demonstrated relatively high strategic awareness
regarding Industry 4.0 concepts; however, operational implementation remained significantly
underdeveloped. In the steel sector, analysis showed a substantial gap between the current level of digital
readiness and the desired Industry 4.0 target status. The existing digital maturity score was reported at
0.16 compared to the target score of 0.84, indicating that only approximately 19% of the required
technological infrastructure had been achieved. Interestingly, despite incomplete operational
digitalization, strategic thinking within the steel industry had already shifted toward Industry 5.0 concepts
emphasizing human-centricity and sustainability. Human-centered criteria were identified as the most
important factors in supplier selection processes, surpassing purely technological considerations.



In the petrochemical and polyethylene industries, digital transformation was primarily driven by
supply chain coordination and resilience rather than smart manufacturing itself. Industry 4.0 technologies
explained approximately 62.3% of the variance in supply chain performance through improvements in
integration and coordination mechanisms. Real-time monitoring systems, 10T platforms, and digital
coordination tools significantly improved resilience against sanctions-related disruptions and market
volatility. The findings suggested that digital transformation in this sector primarily served a defensive
and survival-oriented function under conditions of economic uncertainty.

SMEs exhibited a distinctly different pattern of digital maturity characterized by pragmatic and
tool-oriented technology adoption. Perceived cost emerged as the strongest implementation barrier,
whereas competitive pressure acted as the primary driver of adoption. Big data analytics positively
affected operational and financial performance, with a reported path coefficient of 0.392 for financial
outcomes and 0.321 for market performance. Nevertheless, digital transformation among SMEs remained
largely limited to process optimization rather than fundamental business model innovation.

In the automotive industry, simulation technologies and blockchain systems emerged as the most
strategically prioritized Industry 4.0 technologies. Simulation achieved the lowest opportunity loss score
of 0.0212, indicating the highest sustainability and operational efficiency potential under sanctions-related
hardware limitations. Managers preferred software-oriented digital solutions because advanced robotics
and hardware-intensive technologies were difficult to import and maintain under international restrictions.

In food industries, 10T technologies were primarily implemented to improve product traceability,
quality assurance, and real-time monitoring of perishable goods. Technical and application-related factors
were identified as the strongest determinants of successful implementation. Unlike many other industries,
digital integration within food supply chains extended across multiple supply chain stages due to the
inherent necessity of traceability and food safety.

The construction and urban development sectors displayed some of the lowest levels of digital
maturity. Although digital twin technologies and big data analytics demonstrated considerable theoretical
potential for smart city management and sustainability improvement, implementation barriers included
traditional organizational culture, fragmented data systems, weak inter-organizational coordination, and
inadequate regulatory frameworks. Organizational culture played a mediating role between big data
utilization and sustainable supply chain outcomes.

The review further demonstrated that the most significant implementation barriers in Iran extended
beyond technological constraints alone. Structural financial limitations, sanctions-induced technological
isolation, cybersecurity concerns, weak digital governance, lack of standardized regulations,
organizational resistance, digital skill shortages, and managerial conservatism collectively created a highly
turbulent environment for digital transformation. Financial barriers were consistently identified as the
primary causal factor affecting other organizational and managerial challenges. Additionally, the absence
of transparent data governance mechanisms and uncertainty regarding data ownership significantly
hindered broader digital ecosystem development.

Despite these barriers, the reviewed studies consistently reported measurable positive outcomes
associated with Industry 4.0 implementation. Digital technologies improved operational coordination,
reduced transaction costs, enhanced supply chain transparency, increased environmental sustainability,
and strengthened resilience against market disruptions. Blockchain technologies reduced fraud risk and



m Eslami & Talaie Decision Science and Intelligent Systems, 2:4 (2025) 1-32

PUELISLLING INSTUTUTE

information asymmetry, while big data analytics improved environmental and social sustainability
indicators, particularly in construction and supply chain management sectors.

Discussion and Conclusion

The findings of this review indicate that Iran’s transition toward Industry 4.0 reflects a unique and
highly contextualized pattern shaped by geopolitical isolation, economic instability, infrastructural
limitations, and institutional complexity. Unlike advanced industrial economies where digital
transformation often follows integrated and systematic modernization trajectories, Iranian industries have
adopted selective and fragmented digitalization strategies tailored primarily toward resilience and survival
under conditions of uncertainty. This distinction is critically important because it demonstrates that digital
transformation in developing and sanctioned economies cannot be fully interpreted through conventional
Industry 4.0 frameworks derived from advanced economies.

One of the most notable conclusions emerging from this review is the existence of a digital
maturity paradox within Iranian industries. Strategic awareness regarding Industry 4.0 and even Industry
5.0 concepts has expanded considerably among industrial leaders, particularly within steel and automotive
sectors; however, operational infrastructures remain substantially underdeveloped. This mismatch
between conceptual maturity and infrastructural readiness creates significant implementation risks and
may undermine long-term sustainability if technological ambitions continue to exceed institutional
capabilities.

The evidence also demonstrates that technology prioritization in Iran is strongly shaped by
sanctions-related constraints. Industries consistently favor software-oriented, simulation-based, and
coordination-enhancing technologies that reduce dependency on imported hardware and high-risk capital
investments. Consequently, simulation, 10T, blockchain, and big data analytics have become the dominant
technological pathways because they provide operational flexibility, reduce uncertainty, and improve
resilience without requiring extensive physical modernization.

Another critical conclusion concerns the dominant role of organizational and cultural barriers.
Although infrastructural and financial limitations remain substantial, the review suggests that the deeper
impediments to digital transformation are rooted in organizational resistance, weak data-oriented cultures,
managerial conservatism, and shortages of digital talent. Without cultural transformation and human
capital development, technological investments alone are unlikely to produce sustainable digital
ecosystems. Therefore, the future success of Industry 4.0 in Iran depends not merely on technology
acquisition but on the emergence of data-driven managerial paradigms and digitally competent
organizational cultures.

The review additionally highlights the strategic importance of governance reform. The absence of
transparent regulatory systems, coherent digital policies, and effective data governance mechanisms
significantly weakens industrial digitalization efforts. Sustainable digital transformation requires a
paradigmatic shift from centralized state interventionism toward smart governance models emphasizing
facilitation, interoperability, innovation ecosystems, and collaborative public-private partnerships.

Overall, despite profound structural and geopolitical challenges, the reviewed evidence confirms
that Industry 4.0 technologies have already generated measurable improvements in operational
performance, supply chain coordination, sustainability, and organizational resilience within several
Iranian industries. These outcomes demonstrate that digital transformation remains both feasible and



strategically necessary even under highly constrained economic conditions. The proposed resilient
digitalization perspective emerging from this review suggests that Iran’s industrial future will depend on
its ability to transform defensive digital adaptation into a coherent long-term competitive strategy
grounded in local capabilities, human capital development, institutional modernization, and intelligent
data governance.
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