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Managing the risks associated with smart technologies in Industry 4.0 within the
circular supply chain is important for preventing organizational failure. This study
aimed to identify the cause-and-effect relationships among circular supply chain risks
in the context of Industry 4.0 in the petrochemical industry using the Total Interpretive
Structural Modeling method. The qualitative findings, obtained through content
analysis based on a systematic review of the theoretical literature and semi-structured
interviews with 18 experts, including senior and middle managers of petrochemical
companies, researchers, and university professors, showed that the risks included
“organizational risk,” “employee risk,” “technological infrastructure risk,” “circular
framework risk,” “financial and economic risk,” “policy and regulatory risk,” and
“operations and supply risk.” The causal findings of Total Interpretive Structural
Modeling in the quantitative phase indicated that “policy and regulatory risk” was the
most influential factor and the main driver of other risks, affecting “organizational
risk.” “Financial and economic risk” and “technological infrastructure risk” played
mediating roles in the model and had a fundamental role in system complexity.
“Circular framework risk,” “employee risk,” and “supply and operations risk” were
respectively the most dependent risks and influenced system performance. The results
indicate that the lack of governmental support is highly important and influential in
creating legal and regulatory risks and disruptions. On the other hand, as supply and
operations risk increases, the supply chain shifts from a closed-loop state back to a
linear state.

Keywords: Risk, Circular Supply Chain, Industry 4.0, Total Interpretive Structural
Modeling.
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Extended Abstract
Introduction

The circular economy has become a strategic paradigm for redesigning supply chains around
reduction, reuse, repair, remanufacturing, and recycling, with the purpose of minimizing environmental
burden while improving resource productivity and long-term economic performance. In circular supply
chains, value is not terminated at the point of consumption; instead, products, materials, information, and
resources are redirected into reverse flows, recovery systems, and closed-loop processes. Prior research
has shown that circular supply chain practices can improve end-of-life product management, create
environmental and economic opportunities, and reshape supply chain activities such as design, production,
distribution, consumption, repair, and remanufacturing (Agudo et al., 2020; Gebhardt et al., 2022;
Kazancoglu et al., 2023). However, the movement from linear to circular systems also increases structural
and operational complexity because firms must coordinate forward and reverse flows, track materials
across the life cycle, manage uncertainty in recovered inputs, and maintain collaboration among multiple
stakeholders.

The emergence of Industry 4.0 has intensified the possibility of implementing circular supply
chains through digital connectivity, real-time monitoring, automation, and data-driven decision-making.
Technologies such as artificial intelligence, cyber-physical systems, the Internet of Things, cloud
computing, additive manufacturing, big data analytics, augmented and virtual reality, and blockchain can
support information exchange, predictive decision-making, traceability, and responsiveness across supply
chain networks (Agudo et al., 2020; Aradjo et al., 2026). These technologies can strengthen circularity by
improving coordination among supply chain actors, enabling product tracking, reducing waste, supporting
reverse logistics, and enhancing the integration of recycling, remanufacturing, and sustainable production
processes (Challouf et al., 2025; Dwivedi & Paul, 2022; Ghobakhloo et al., 2025).

Despite these advantages, the integration of Industry 4.0 into circular supply chains is accompanied
by considerable risk. The literature indicates that digital transformation may produce risks related to data
security, interoperability, technological immaturity, infrastructure readiness, high investment costs,
human resource capability, energy consumption, and organizational resistance (Govardhan et al., 2025;
Ivanov & Dolgui, 2021; Pandey et al., 2023; Tupa et al., 2017). In circular systems, these risks become
more critical because any disruption in digital technologies may interrupt material tracking, reverse
logistics, recycling operations, inventory planning, and coordination between supply and demand.
Previous studies have identified operational, financial, infrastructural, organizational, environmental, and
policy-related risks in Industry 4.0 and circular economy contexts (Caiado et al., 2022; Fuchs et al., 2025;
Heidari et al., 2026; Ismail et al., 2025; Nagwal et al., 2025). Nevertheless, the causal structure among
these risks remains insufficiently clarified, particularly in petrochemical supply chains, where
technological failure, regulatory uncertainty, and operational disruption may generate severe economic
and environmental consequences. Therefore, this study aimed to identify and model the cause-and-effect
relationships among circular supply chain risks in the context of Industry 4.0 in the petrochemical industry
using Total Interpretive Structural Modeling.

Methods and Materials

This study was conducted using a mixed-methods, cross-sectional design. The qualitative phase
was based on multiple content analysis through both deductive and inductive approaches. In the deductive
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stage, a systematic literature review was conducted using the PRISMA protocol. Scientific databases and
reputable domestic and international sources were searched using keywords related to Industry 4.0 risks,
circular supply chain risks, and Industry 4.0 risks associated with circular supply chains. The search
covered studies published from 2011 to 2026. In the inductive stage, semi-structured interviews were
conducted with experts from the petrochemical industry and academia. The participants included senior
and middle managers in information technology, production, material supply, planning, research and
development, finance, warehousing, human resources, and environmental management, as well as
researchers and university faculty members familiar with the subject. Participants were selected through
purposive non-probability sampling, and interviews continued until theoretical saturation was achieved.
In total, 18 experts participated in the qualitative phase.

The qualitative data were analyzed through open, axial, and selective coding using MAXQDA
2020. The validity of the qualitative phase was examined through reference adequacy and epoche, and the
reliability of the identified risks was assessed using the content validity ratio. In the quantitative phase,
Total Interpretive Structural Modeling was applied to determine causal relationships among the identified
main risks. Data were collected through a pairwise comparison questionnaire completed by the same
expert panel. Experts evaluated the influence of each risk on the others using a five-point scale ranging
from no influence to very high influence. The aggregated responses were used to construct the structural
self-interaction matrix, the initial reachability matrix, the final reachability matrix, hierarchical levels, the
Total Interpretive Structural Model, and MICMAC analysis.

Findings

The qualitative results showed that the systematic review initially identified 87 articles. After
screening the studies based on relevance and quality of findings, 12 articles remained for coding. The
deductive codes extracted from the literature were combined with inductive codes obtained from 18 expert
interviews. This process led to the identification of 68 circular supply chain risks in the context of Industry
4.0. Through axial coding, these risks were grouped into 14 sub-risks, and through selective coding, they
were consolidated into seven main risks. The content validity ratio was then calculated for the identified
indicators. Based on the threshold value of 0.45 for 18 experts, eight risks were removed and 60 risk
indicators were confirmed.

The seven main risks identified in the study were organizational risk, employee risk, technological
infrastructure risk, circular framework risk, financial and economic risk, policy and regulatory risk, and
supply and operations risk. Organizational risk included management and decision-making risk as well as
organizational collaboration risk. Employee risk included knowledge gap, culture, and resistance.
Technological infrastructure risk consisted of technology application risk and data and information risk.
Circular framework risk included circular cycle and environmental risks. Financial and economic risk
consisted of cost, finance, and investment risks. Policy and regulatory risk included government support
as well as laws and regulations. Supply and operations risk included production and operations risk as
well as supply disruption risk.

The results of Total Interpretive Structural Modeling showed a hierarchical causal structure among
the risks. Policy and regulatory risk was placed at the deepest level of the model and was identified as the
strongest driving risk. This risk influenced organizational risk and acted as the primary trigger for the
emergence of other risks. Organizational risk was positioned at the next level and affected financial and



economic risk. Financial and economic risk played a mediating role by influencing technological
infrastructure risk through limitations in access to financial resources for implementing Industry 4.0
technologies. Technological infrastructure risk was a central linking risk in the model and affected circular
framework risk, employee risk, and supply and operations risk. Circular framework risk and employee
risk subsequently influenced supply and operations risk. Supply and operations risk, circular framework
risk, and employee risk were the most dependent risks and represented the final outcomes of the causal
chain.

The MICMAC analysis showed that no risk was located in the autonomous cluster, indicating that
all identified risks were relevant to the system. Policy and regulatory risk, organizational risk, and financial
and economic risk were classified as independent risks because they had high driving power and relatively
low dependence. Technological infrastructure risk was classified as a linkage risk because it had both high
driving power and high dependence, meaning that any change in this risk could strongly affect the entire
system. Employee risk, circular framework risk, and supply and operations risk were classified as
dependent risks because their dependence was greater than their driving power. These risks were highly
influenced by upstream risks and reflected the operational and functional consequences of the risk system.

Discussion and Conclusion

The findings indicate that circular supply chain risk in the context of Industry 4.0 is not a set of
isolated threats but a structured and interdependent system. The central insight of the study is that policy
and regulatory risk forms the foundation of the risk hierarchy. Weak government support, inadequate
standards, insufficient legal protection, and unclear regulatory frameworks can reduce managerial
commitment, weaken organizational readiness, and delay digital investment in circular supply chains. In
the petrochemical industry, where circularity depends on advanced technologies, regulatory ambiguity
may prevent firms from developing a clear digital vision, allocating resources, or building long-term
collaborative mechanisms with supply chain partners.

The model also shows that organizational risk plays a key role in translating external regulatory
uncertainty into internal financial and technological constraints. When senior management lacks
commitment, digital strategy, decision-making capacity, or stakeholder coordination, investment in
Industry 4.0 technologies becomes uncertain. This uncertainty increases financial and economic risk,
particularly in relation to high technology deployment costs, redesign costs, equipment costs, and
insufficient financing for advanced recycling and circular operations. Therefore, financial risk is not
merely an economic barrier; it is also the result of weak organizational commitment and unclear strategic
direction.

Technological infrastructure risk emerged as the most sensitive linkage risk in the system. This
means that the maturity, reliability, integration, and security of digital infrastructure determine whether
circular supply chain processes can function effectively. Weaknesses in Internet of Things systems, big
data analytics, blockchain, cloud computing, automation, or data integration may disrupt the flow of
information required for material tracking, reverse logistics, recycling, inventory control, and end-of-life
product management. Because this risk connects upstream strategic and financial conditions to
downstream operational consequences, it should be treated as a critical intervention point in risk
management.

The dependent risks—employee risk, circular framework risk, and supply and operations risk—
represent the most visible consequences of deficiencies in policy, organization, finance, and infrastructure.
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Employee risk arises when technological change is not supported by training, knowledge transfer, job
security, and human—machine interaction standards. Circular framework risk emerges when technological
failures prevent the supply chain from maintaining sustainable design, product tracking, recycling, and
closed-loop material flows. Supply and operations risk is the final operational manifestation of the system
and includes production stoppage, supply disruption, poor access to circular resources, reduced resilience,
increased waste, and lower operational reliability.

Overall, the study concludes that managing circular supply chain risks in the petrochemical
industry requires a systemic, hierarchical, and preventive approach. The most effective risk reduction
strategy should begin with strengthening policy and regulatory support, followed by improving
organizational commitment, securing financial resources, developing technological infrastructure,
training employees, and stabilizing circular supply and operations. If these risks are not managed
coherently, the circular supply chain may lose its closed-loop character and return to a linear model. Thus,
the proposed Total Interpretive Structural Model provides a practical decision-support framework for
petrochemical managers and policymakers seeking to prevent organizational failure, reduce
environmental consequences, and enhance the resilience of circular supply chains in the Industry 4.0 era.
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